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Project 1.1 Understanding Key Concepts

Overview Understanding the basic networking standards, including the OSI, DoD,
and Internet networking models, is important. These models provide
common terms for describing network operations and ways of describing
and comparing network components.

This project reviews common networking terms and terms relating to
networking standards.

Outcomes After completing this project, you will know how to:
A identify key terms and concepts related to networking basics

A identify key terms and concepts related to network components
and network types

What you’llneed  To complete this project, you will need:
A the following worksheet

Completion time 20 minutes

Precautions None

The worksheet includes a list of terms related to networking standards and components, with
models given on the left and descriptions on the right. Match each term with the description that it
most closely matches. You will not use all descriptions. Each description can be used only once.

Router A. Process of having two computers recognize
each other and open a communication channel

___ Hub B. Block of data formatted for transmission over
a network
L Cable plant C. Transmission media and network devices

making up the physical structure of a network

Peer-to-peer D. Specialized computer providing resources to
a network
Wide area network E. Connection device used to connect network

cables at a central connection point

Client/server F. Device that enables a computer to physically
connect to a network

o Connection G. Network communication device used to connect
two or more networks (subnetworks or network
segments)

_ Infrastructure H. Low-level protocol that is currently the

protocol most commonly used
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Network adapter I. Rules and standards defining network
communications

Node J. Networking model based on all network
entities being tracked and managed through a
directory that provides centralized management
and control

Packet K. Networking model with no centralized security
or management control

Protocol L. Any uniquely identified network device

Ethernet M. Traditionally defined by LANs connected
through the switched telephone network over a
large geographic area

Server N. Path over which network devices comm-
unicate in a wired network infrastructure

O. Means by which computers identify each other
on a network

P. Networking model that has centralized security
control as a defining feature

Project 1.2 Identifying Basic Components

Overview An important part of understanding network fundamentals is the ability to
recognize common network components. Many connectivity components
are common to the majority of PC networks.

Outcomes After completing this project, you will know how to:
A recognize common network components

A recognize wired and wireless networks

What you’llneed  To complete this project, you will need:
A the following worksheet

Completion time 15 minutes

Precautions None
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Match the letters to the networking terms listed under Figure 1-1. All terms will be used and each
term will be used only once.

Figure 1-1: Sample network

Terms
A.
Wired network
B. Wireless network
Hub
C. Client computer
Router
D. Cable plant
Wireless access point
E.
F.
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Project 1.3 Understanding Network Types

Overview You can identify and categorize networks in various ways. You can identify
a network, for example, by type, architecture, and topology. Network type
refers to whether the network is configured as a local, metropolitan, or
wide area network. Architecture refers to the logical network design and
networking model that defines features such as whether the network is based
on centralized or decentralized security. Topology refers to the physical
structure of the network and how network devices are connected.

Identifying can get complicated because these categories can be mixed and
matched in a number of ways. Just because you know the network type, you
don’t necessarily know everything about its architecture and/or its topology.

Although identifying and categorizing are each important, for now we focus
on one way of identifying networks—by network type. You need to be able
to compare and contrast local area networks (LANSs), metropolitan area
networks (MANSs), and wide area networks (WANSs) to determine the best
solution to an organization’s needs.

Outcomes After completing this project, you will know how to:
A compare and contrast network types
A choose a network type based on organizational requirements

What you’llneed  To complete this project, you will need:
A the following worksheet

Completion time 60 minutes

Precautions None

Read each of the networking scenarios and answer the questions that follow each scenario. You
will be required to identify the appropriate network type and answer questions about how
networking requirements might be met.

B Part A: Networking Scenario #1

All of your company’s offices are located in Boston and the surrounding suburbs. You need to
prepare a networking solution that enables employees in all six offices to communicate both
internally in that office and, to a lesser extent, between the other offices. The farthest distance
between any two offices is 50 miles. Most user resource requirements are met by servers located
in the same office as the users who need to access them. The main communication requirements
between offices relate to e-mail and periodic file transfers. You have been promised a budget
sufficient to meet the requirements, but you have also been told to keep costs to a minimum.
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1. What network type should you use to configure the complete network?

2. What network type should you use to configure each office?

3. How many internetwork connections would you typically configure at each office?

4. What are potential concerns related to the connections between the offices?

B Part B: Networking Scenario #2

Your company occupies the top three floors of a building. Other companies have offices on the
floors below you. You want to design the network that is as easy to manage as possible. You
want to minimize the potential impact of problems on any one floor to the other two floors. You
are implementing this network as a wired network.

1. What network type should you use to configure the complete network?

2. What network type should you use to configure each floor?

3. In general terms, describe how you would connect the floors.
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4. What type of network device should you use to connect the computers on each floor?

5. What one component’s failure would prevent the floors from communicating with each other?
How would this component failure impact communications between all of the computers on a
single floor?

6. What role might the Internet have in this configuration?

W Part C: Networking Scenario #3

You work for a nonprofit organization with an office in each state in the continental United
States. Each office provides various support services to family farms located in the state for
which it is responsible. You have nearly constant interoffice communication requirements. All
networking expenses must be justified to the organization’s management board, and you are
expected to find ways to keep these expenses to a minimum.

1. What network type should you use to configure the complete network?

2. What network type should you use at each office?
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3. You need to keep the equipment, service, and support costs needed to connect the offices to a
minimum. Describe, in general terms, what you should use as your communication backbone
between the offices. Justify your answer.

4. Other than keeping cost to a minimum, what is the primary concern for interoffice connections?

Project 1.4 Preparing for Network Installation

Overview Like so many other things in life, one of the fastest ways to learn the
ins and outs of networking is to dive in and do it yourself. With modern
technologies, all you need for a basic network is two or more computers
with network adapters and appropriate operating systems and a commu-
nication path. If you’re setting up a wireless network (and don’t need to
connect to a wired network), that’s all you need. For a wired network, you
also need:

e anetwork cable for each computer

e a hub, switch, or other connection device
We’re going to set up a wired network, so your first step is to make sure that
you’ve made the necessary hardware connections. This project assumes that
you are setting up a small, private, two-node network. If you are setting up a

larger classroom network, your instructor may provide you with additional
information and requirements.

Outcomes After completing this project, you will know how to:
A identify minimum wired network hardware requirements
A install a network adapter

A connect a wired network

What you’llneed  To complete this project, you will need:
the connection instructions below
two computers with Ethernet network adapters

two network cables

> > > >

a hub or switch
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Completion time 10 minutes

Precautions If connecting to a classroom network, your instructor may provide alternate
steps. If so, use those steps instead of the ones provided here.

If connecting to an existing network, you must review what you are doing
with the network administrator before making any connection to the
network.

Do not power on the computers after making the physical network
connections.

Below are the steps to connect a simple Ethernet wired network. Make sure that you have the
required equipment available before you start. If connecting to an existing network, provide your
network administrator with a copy of these instructions so that he or she can change them as
necessary to meet network requirements.

W Part A: Install the Network Adapter

Complete the following steps only if a computer does not have a built-in network adapter or if
the network adapter is not already installed. Each computer must have a network adapter to
complete the projects in this manual. Use caution during component installation. Electronic
components are easily damaged, so be careful to avoid electrostatic discharge (shock) while
installing the adapter.

Power off and unplug the computer.

Remove the computer cover.

Locate an open PCI expansion slot.

Remove the slot cover and insert the network adapter, checking that it is fully seated.

Replace the anchor screw to hold the network adapter in place.

AN O

Replace the computer cover.

H Part B: Build the Network

1. Place the hub (or switch) within easy distance of both computers.

2. Connect one end of a network cable to the first open port on the hub. A sample hub with
attached cables is shown in Figure 1-2.
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Figure 1-2: Hub with attached cables

3. Attach the other end of the network cable to the network adapter port on the first computer,
as shown in Figure 1-3.

Figure 1-3: Connected network cable
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4. Repeat steps 3 and 4 for the second computer.
5. Plug in the hub to the AC power.

Project 1.5 Installing Windows Server 2008

Overview Microsoft Windows Server 2008 is a version of Microsoft’s server
operating system. It can be used in a server-only role or as a peer server as
both a client and a server. In this case, we are using a 180-day trial version
of Windows Server 2008.

You will be prompted for network configuration information during
Windows Server 2008 installation. You can set configuration parameters at
that time, but you also have the option of going back and changing your
network configuration as needed.

Outcomes After completing this project, you will know how to:
A install Windows Server 2008
A configure networking parameters
A verify successful installation

What you’llneed  To complete this project, you will need:
A Project 1.4 completed

A Windows Server 2008 installation CD or the trial version software
downloaded
from:www.microsoft.com/windowsserver2008/en/us/trial-
software.aspx

for a 64 bit R2 SP1 version or
www.microsoft.com/download/en/details.aspx?1d=5023 for the 32 bit
version.

Completion time 60 minutes (approximate, depending on computer configuration and speed)

Precautions The instructions in this project assume you will be setting up a two-node
network with one computer running both Windows 7 Professional or
Enterprise and Windows Server 2008. If you are deploying the Windows
Server 2008 computer as part of a larger classroom network, your instructor
will provide you with alternate instructions for configuring network
parameters. Note that the host computer should have sufficient hard disk
capacity (approximately 20GB) and sufficient RAM (a minimum of 4GB)
to complete these exercises using virtual machines.

If you are adding the Windows Server 2008 computer to an existing
network, you should also review the project steps with your network
administrator. Your network administrator may need to make changes or
additions to the installation instructions.
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B Part A: Prepare for Installation

This project provides the instructions for installing Windows Server 2008 from an installation CD
or downloaded trial version software and configuring networking parameters. Required parameters
include the computer name and TCP/IP address parameters. Your instructor may provide alternate
values for some configuration parameters. If so, record those below:

Computer name:
IP address:
Subnet mask:

This project assumes that you will be configuring the computer with a single disk partition. If
your computer needs to be configured differently, your instructor will provide you with alternate
partitioning instructions, which will replace Steps 4 through 7 below.

1. Open your VMWare Player as in Figure 1-4.

I_ Welcome to VMware Player

Croate a MNew Wirtual Machine
Lrealn arew wriual machee, st vl Ben be

ackied Lo Ui L o winr Wy

Openy & Wirtueal MascBrire

e 0 evting vl wechares, shach rell then be
ackdesd b thee top of vour ey

1

L achis 1o Whtwear e Workostation
A yareed feahures st a Eanetod,

et regiey, teare, devvssioper bood inkagp sten,
ared mora.

Help
Wt VR Plarver’s hetlp conbenis

e L

Figure 1-4: VMWare Player

2. Choose Create a New Virtual Machine and then choose either Installer disc if you have
access to a Windows Server 2008 Install DVD or Installer Disc Image file (iso) if you
downloaded the Demo Windows Server 2008 file referred to earlier, as in Figure 1-5.
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Hewr Yirtual Machine Wizard

Welcome to the New Virtual Machine Wizard

& wvirtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

b KRMSFRE_EN_DVD (D:) "

J Windows Server 2008 detected,
This operating systam will use Easy Install, (What's this?)
) Installer disc image file (iso): (What's this?)

{1 will install the operating system later,
The virtual machine will be created with a blank hard disk,

MNext = ][ Cancel

Figure 1-5: New Virtual Machine Wizard welcome screen

3. Choose Windows Server 2008 Standard as the version to install.

13

Use Student01 for your personalized Windows full name or the instructor assigned name

and number.

Use P@SSwOrd (0 = zero) for your password, and if you have access to a Windows Product

Key, enter it here as Figure 1-6 shows.
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Mew Virtual Machine Wizard

Easy Install Information
This is used to install Windows Server 2008,

Windows product key

Version of Windows to install

Windows Server 2008 Standard

Fersonalize Windows

Full name:  Studentol

Password: ssssssss

Confirm: T

|| Log on automatically (requires a password)

(optional)

[ <eack ]|

Next >

J |

Cancel

l

Figure 1-6: New Virtual Machine Wizard easy install information

Note: 1f you do not have access to a key, you can still install Windows Server 2008, but
you’ll be unable to activate it later. Make sure that you enter the product key to activate
Windows within the 30-day grace period. After the grace period of 30 days ends, your
system will will not boot and you may have to reinstall the copy again.

Leave the default name as Server2008 and choose a location to store your virtual machine.

In this case, it’s being saved to a removable hard drive in a file called My Virtual

Machines\Server2008, as in Figure 1-7.
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r

.
MNew Virtual Machine Wizard “

Mame the Virtual Machine
What name would you like ta use for this virtual machine?

Virtual machine name:
‘Windowes Server 2008
Location:

K:\My Virtual Machines\Server 2008

The default location can be changed at Edt > Preferences.

| sbock || Mem> || cancel |

Figure 1-7: New Virtual Machine Wizard: Name the Virtual Machine

5. Accept the default size for the virtual hard drive and storage (refer to Figure 1-8).

Mew Virtual Machine Wizard -

Specify Disk Capadity
Hows large do you want this disk to be?

The virtual machine’s hard disk is stored as ene or more files on the host
computer's physical disk. These file(s) start small and become larger as
you add applications, files, and data to your virtual machine.

Maximum disk size 0.0 JEN

Recommended size for Windows Server 2008: 40 GB

Q! Store virtual disk as a single file

Split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

@ Pocket ACE size calculator

Help [ <Back || net> || cancel

= ¥

Figure 1-8: New Virtual Machine Wizard: Specify disk capacity
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6. Insome cases, for a complete installation, you need to “customize hardware” from the next
window. Click on the Customize Hardware Button as Figure 1-9 shows.

O — - —

Ready to Create Virtual Machine

Click Finish to create the virtual machine and start installing Windows
Server 2008 and then VMware Tools.

New Virtual Machine Wizard = % S ]

The virtual machine will be created with the following sattings:

Name: Windows Server 2008 =
Location: KAMy Virtual Machines\Windows Server 2008
Version: Workstation 6.5-7.x

I

; Operating Syst.. Windows Server 2008

Hard Disk 40 GB, Split
Memory: 1024 MB
Network Adap.. NAT i

-'-ﬁ-

[ Cmtumtu_! Hurq\.lmre.:.

4]

|+ Powver on this virtual machine after creation

| <sack |[ Fnish | [ concel |

Figure 1-9: New Virtual Machine Wizard: Ready to create virtual machine

7. Choose the New CD/DVD, and click the Advance button (refer to Figure 1-10).
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Advanced
SCsL
(%) IDE:
IDE 1:0 New CDfDVD (IDE) M
Troubdeshoaking
[¥]Legacy emulation
Lok || Concel |[ beb |

Figure 1-10: Advanced: Virtual device node

8. Choose the Legacy Emulation radial and click OK.
9. Highlight the Network Adapter and click on the Host-only radial, as shown in Figure 1-11.

Wirtual Machirsr

Hardware | oo
Deven 5 " Dt Sinbieg
' Hermary so34d MR o Correcied
- [ e i o iCornect ot poseer on
i Dk (5057} 40 G0
VICD/OVD (IDE)  Lsing drive E: hietwark conrmtion
=L At datect Erckged; Cornected drecty 1 the physcal retwrk
ﬂ;:ﬂ ::": HAT: Uised 1 share the heat's [P sddeess
00 S BT
Eiprinter Present & ost-only: A prrvate nebeock shared with the host
ﬁﬂdﬂ-&'ﬂ Auit detect Curtzen: Speafls wrtual re bk

(o ][ cocd |[ new

Figure 1-11 : Virtual machine settings: Network adapter
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10. Click OK to finish.

11. You will first see a window with the peripheral on your computer, and then likely a warning
about downloading VMWare Tools. Download and install these tools if asked.

12. When the VMware Tools have downloaded, you will see the Product Key Activation

Screen. Do not enter a key and uncheck the Automatically activate Windows when I am
online radial (refer to Figure 1-12).

Type your product key for activation

Vou can find your product ey on your computer or om the inftallation dic holder inside the
Windewi package. Alhcugh you sre not requined 16 enter yeur product by now to install, faibee
e raee it iy eealt i the B of duta, infoemation, and progaens. Vau may Be requined te
purchase sncther edition of Windiews. We strengly sdate that yeu enter yeuor pradistt idestdication
ey N

The preduct key sticker hoeks hle this:

L o —
EEEER AN R R

Brediact bey (dathes ool e adeled sutematically)

AWhE i Bstriatea

Bead our pervacy stabemsent

Figure 1-12: Install Windows: Product key entry

13. Ignore the warning about activating your Windows, click No, and you’ll then see the
Windows install screen. Note: This step could take some time, so be patient.

14. When complete, your virtual machine will restart, as in Figure 1-13.

Windows neads to restant to continue

Reitaiting ws 3 seccredy

[ Eatkart now

Figure 1-13: Install Windows: Restart
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15. Complete the installation. Note: This step may take some time. Refer to Figures 1-14 and 1-15.

an A

Figure 1-14: Complete the installation

Installing Windows...

That's all the infaremation we need nght now. Yeur coenputer will restan several tenes durng
matalation

Figure 1-15: Install Windows: Completing the installation

16. Remember to have your mouse cursor within the virtual machine; to do so, click anywhere
inside it. To get it out of the virtual machine, hold Ctrl + Alt.

Congratulations! You have successfully created a Virtual Windows 2008 Server Appliance!

Note: The first time you log on, Windows will continue to configure the server. To log on to a virtual
machine, push Ctrl + Alt + Insert to get to the log on screen, which is shown in Figure 1-16.
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i, VYMware Workstation has detected that "Ctrl+ Alt+ Delete” was typed inside the virtual machine. x
Even when the virtual machine has control of the keyboard and the mouse, “Ctri+Alt+Delete” is processed by both the
virtual machine and the host -:,')erallr:g 'S'_\fE.'.eH‘..

To send "Ctri+Alt+Delete” only to the virtual machine, type "Ctrl + Alt+Insert” instead.

Figure 1-16: Ctrl + Alt + Delete message

B Part B: Configuring Windows 2008 Server

1. Logon as Administrator, as shown in Figure 1-17.

Admanistratod Studentil

Cancel

e Windows Server 2008

Starmdard

Figure 1-17: Log on screen: Select Administrator

2. Change your password. Note: The first time you log on to Windows Server 2008, it will ask
you to change your password. Use P@SSwO0rd again.

You will receive a message that your password has been reset, and your virtual machine will
begin configuring the desktop.
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3. The VMware Tools may install. If so, the virtual machine will reboot, and you will be ready.

Log in and continue your lab projects configuring and using Windows 2008 Server (refer to
Figure 1-18).

|';,?- VMware Tools

7 wait while the instalaton wizard installs Viare Tooks, This may take
several mnuies,
Status:

Copying new fies
|

cack | mets [ e ]

Figure 1-18: VMware Tools: Installing VMware Tools

4. After the machine has rebooted, log on as administrator and begin configuring your Server
per the following information (also refer to Figure 1-19):

Computer name:  MainServer00

Password: P@SSwOrd

Confirm password: P@SSwO0rd

Set date and time according to your local time zone.
IP address: 192.168.1.11

Subnet mask: 255.255.255.0

Workgroup or computer domain: BUSICORPWG
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[T Enitia | Configuration Tasks '-J"'lﬂ
ﬁ Perform the folowing tasks to intialy configure this server ffwndmm
-
¥ Provide Computer Information n Specthying compriler nformaton
Sel me: 2o Tamie Zoae: QW T-0500) Eastem Time (US Carads
E‘Eﬂfq)ﬂm.ﬂ] Local Area Commeciaan: |Fvd adiredd assgred by DHCF, IPvE enaibied
* Propvicks compader name and Full Comipuler Mames
dommn Workgroups
) Update This Server
i&mummm Updates:
Teedbuaci Feedback:

= Dowrioad ard instal upciates Checked for Updates:  Mever

imstalled Updates: e
d Customize This Server u Carshominng your safvel
Fn A roes Fokes: Loadirg
.ﬂmhm:u Features: Leadreg o |
™ Dot show ths w8 fogon |
Dosan| | 5w [ 5 Inftial Configuration T_ Sy o sm

Figure 1-19: Initial configuration tasks

5. Choose Configure Networking and right-click on the Local Area Network Icon to choose
properties from the drop down menu, as shown in Figure 1-20.
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JAETES
(_\"’_) [+ Control Panel + Netwark Connectons - & [ (5}
Fle Edit ¥iew Took Advanced Help
o Views - Km&hmmtdwim & Diagnose this connection (=] Rename this connection = ﬂ
«| Devics Mame | «| Connartitu | <] Matwark Fatenry | <] funar | 2] Tura |2l Shane = o Host Address | =
LAN or High-Speed Intemat (1) B Local Arca Connection Properties | =]
g Local Area Connection Networking |
mummo;monm'm Connect using:
I.g" Intal{R) PRO./1000 MT Netweek Cannection
This connection uses the following fems:
1) 7% Chart for Microsoft Metwodes
o JBl0es Packet Schaduer
b BB Fde and Printer Sharng Tor Microsoft Networks
| HunaPMk@rmnB{TEP.-’vaa]
TS erLaguTup-ohgyDucwu:.erperla'O&wu
W i Lirk-Layer Topology Discovery Responder
Install.._ I Lerstal Propertss
1 Descrption
Transmission Cortral Protocol/ntemet Protocol, The default
mmwwmmm
scross diverse interconnected netweds
oK | coanes |
Ostart| | 3 M | 37 el Configuration Tasks |["&7 Wetwork Connections Dys @ 2:5pH

Figure 1-20: Network connections

6. Select Internet Protocol Version 4 and Properties (refer to Figure 1-21).

Input the indicated IP address.
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Fle EBdt vView Tool Advented Help
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[ U the Sllowing DG server adchespess
Arerrate DHES perver. [ . . R
[ ] o |
I'ml] aE | G it Contiguer abion Tasks || & Metwork Connections Sy Sk srm

Figure 1-21: Network Connections: Internet Protocol Version 4 Properties

7. Click OK, exit the network connections window, and configure the computer name and time
zones as indicated.

8. Reboot the virtual machine.

B Part C: Verify Installation

1. Press Ctrl + Alt + Del to open the Log on to Windows dialog box.

2. When the log on screen displays, log on as Administrator using the password specified
during installation.

3. If prompted to adjust screen resolution, follow the on-screen prompts to complete the process.

Open the Start menu, point to All Programs and then to Accessories, and then select
Command Prompt to open a Command Prompt window.

5. Type ipconfig and press Enter.

6. Verify that the computer name and IP address reported are the same as the address specified
during installation.

7. Type exit and press Enter to close the Command Prompt window.
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8. Open the Start menu and select Shut Down. When prompted, type a reason for shutting
down in the Comment prompt and click OK. Refer to Figure 1-22 for what this screen looks
like.

Shut Daowmn Windows

~ Shutdown Event Tradoer
Select the opbion that best desaibes why you want o
shut down the computer

Figure 1-22: Shut down Windows






